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Overview

Cyber security is an ongoing battle between sophisticated and well-funded bad actors and those who must defend corporate
networks against their attacks. The bad news is that the latter are typically not winning. A recent Osterman Research survey!
found that while most organizations self-report that they are doing “well” or “very well” against ransomware, other types of
malware infections, and thwarting account takeovers because of the significant emphasis placed on these threats, they are
not doing well against just about every other type of threat. These include protecting data sought by attackers, preventing
users from reaching malicious sites after they respond to a phishing message, eliminating business email compromise (BEC)
attacks, eliminating phishing attempts before they reach end users, and preventing infections on mobile devices.

This missing component for most organizations is the addition of robust and actionable threat intelligence to their existing
security defenses, which can be segmented into four subcategories:

Strategic (non-technical information about an organization’s threat landscape)
Tactical (details of threat actors’ tactics, techniques and procedures)
Operational (actionable information about specific, incoming attacks)
Technical (technical threat indicators, e.g., malware hashes)

PN

The use of good threat intelligence can enable security analysts, threat researchers and others to gain the upper hand in
dealing with cyber criminals by giving them the information they need to better understand current and past attacks, and it
can give them the tools they need to predict and thwart future attacks. Moreover, good threat intelligence can bolster existing
security defenses like SIEMs and firewalls and make them more effective against attacks. Threat intelligence plays a key role
in proactive defense to ensure that all security programs are relevant to the fast-evolving threat landscape. This is particularly
valuable in security awareness training to ensure users are familiar with known threats.

ABOUT THIS WHITE PAPER

This survey report presents the results of a primary market research survey conducted with members of the Osterman
Research survey panel and another panel and others during mid-2019. The survey was conducted with 227 individuals. To
qualify for the survey:

e Respondent organizations had to have at least 2,500 employees.

e Respondent organizations could not be a government entity.

e Respondents had to be involved in acquiring and/or using security in their organization.
Here are the key details of organizations’ sizes:

e  Mean number of employees at the organizations surveyed: 17,154 (median was 5,000).
e  Mean number of email users at the organizations surveyed: 14,845 (median was 3,500).

To download the full white paper, 7he Value of Threat Intelligence, please click here.
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Survey Findings

Figure 1
Primary Industry Served by Respondent Organizations
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Figure 2
“Which of the following best describes your organization's team focused on threat intelligence?”
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Figure 3
Survey Respondents’ Roles Within the Organization
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Source: Osterman Research, Inc.
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Figure 4
Decision Makers’ Concerns About Various Threats
Percentage responding “concerned” or “very concerned”

Threat %

Malicious insiders stealing data 67%
Advanced persistent threats 62%
Malware infiltration (other than ransomware) 62%
Accidental data leakage 60%
Ransomware 59%
Violating regulatory obligations (e.g., GDPR, CCPA) 59%
Web surfing that could result in malware infiltration 53%
CEO Fraud/Business Email Compromise 52%
Spearphishing delivered through email 47%
Account takeovers 46%
Phishing delivered through email 44%
BYO device/cloud/mabile app problems 40%

Source: Osterman Research, Inc.

Figure 5
%anizations' Current and Planned Use of Threat Intelligence, 2019 and 2020
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Figure 6
Sources Used for Threat Intelligence
Percentage of organizations responding
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Figure 7
Challenges With Threat Intelligence
Percentage responding a “significant” or “major” challenge
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who is behind the threats
Using threat intels“tg:fntci; :onsumes security _ 63%
Using threat intelligbeulzlcgeetconsumes too much _ 599/,
Acting on information in a timely manner _ 5996
Keeping up with t::; :I:::t;;fnthreat intelligence _ 599,
Finding reliable sources of threat intelligence _ 58%

Using analytics tools to gain value from the
information

52%

Ability to action the intelligence 499%

Source: Osterman Research, Inc.
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Figure 8
Interest in Threat Attribution for Targeted and Non-Targeted Attacks
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Figure 9
Importance of Various Reasons to Perform Threat Attribution
Percentage responding “important” or “extremely” important

Reason %

To respond to threats more quickly 89%
To prevent future threats more effectively 86%
To better understand existing vulnerabilities 83%
To improve our overall security strategy 79%
To know how to improve our security infrastructure 78%
To respond to threats more knowledgably 78%
To determine if our intellectual property was leaked and who is now in possession of it 74%
To know where to focus our security resources 73%
To give our security team confidence that they are focusing their efforts in the right places 71%
To better understand our adversaries 61%
To determine if nation-states are behind attacks 59%

Source: Osterman Research, Inc.
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Figure 10
Seriousness of Various Scenarios

Percentage responding “serious” or “very serious”
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Source: Osterman Research, Inc.
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Figure 11
“Does understanding the source of threats allow you to focus on the threats that matter to you?”
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Figure 12
Extent to Which Decision Makers Agree Threat Attribution Allows Them to Prepare For and Respond to Threats
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Figure 13
Extent to Which Employees in the Organization are Interested in Threat Attribution
Percentage Responding “interested” or “very interested”

Role %

IT security management (CISO, head of security, head of security operations, other) 86%
IT management (i.e., CIO, head of IT, head IT architect, other) 79%
IT security non-management (IT security analyst, other options) 75%
Privacy management (i.e., chief privacy officer, other) 65%
IT non-management (operational IT, other) 57%
Finance management (i.e., CFO, finance director, other) 54%
Other non-IT management (director level/other c-suite/business decision maker) 48%

Source: Osterman Research, Inc.
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Figure 14
Reasons That Organizations Would Share Information About Threat Attribution Outside of the Organization
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Figure 15
Entities With Which Organizations Share Information About Targeted and Non-Targeted Attacks

ALWAYS SOMETIMES \ NEVER

Non- Non- ‘ ‘ Non-
Groups Targeted Targeted Targeted Targeted | Targeted | Targeted
Law enforcement 43% 28% 53% 62% 4% 10%
Business partners 36% 26% 45% 51% 19% 23%
Security organizations 27% 28% 55% 48% 18% 24%
Peers on an individual basis 11% 5% 48% 62% 41% 33%
Customers 10% 9% 47% 48% 43% 43%
Peer organizations 6% 6% 54% 60% 40% 34%
Independent industry forums 4% 10% 50% 50% 46% 41%

Source: Osterman Research, Inc.
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Figure 16
Reasons That Organizations Would Choose Not to Report an Incident to Stakeholders
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Figure 17
Perceived Utility of the MITRE ATT&CK Framework for Operationalizing Threat Intelligence, 2019 and 2020
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No part of this document may be reproduced in any form by any means, nor may it be distributed without the permission of Osterman
Research, Inc., nor may it be resold or distributed by any entity other than Osterman Research, Inc., without prior written authorization of
Osterman Research, Inc.

Osterman Research, Inc. does not provide legal advice. Nothing in this document constitutes legal advice, nor shall this document or any
software product or other offering referenced herein serve as a substitute for the reader’s compliance with any laws (including but not limited
to any act, statute, regulation, rule, directive, administrative order, executive order, etc. (collectively, “Laws")) referenced in this document.
If necessary, the reader should consult with competent legal counsel regarding any Laws referenced herein. Osterman Research, Inc. makes
no representation or warranty regarding the completeness or accuracy of the information contained in this document.

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. ALL EXPRESS OR IMPLIED REPRESENTATIONS, CONDITIONS

AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE DETERMINED TO BE ILLEGAL.
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