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OVERVIEW

When we think about “the cloud,” it's natural to focus on public clouds. But public is not the only type
of cloud. Public clouds use proven technology to pool data center resources and help maximize their
computing potential. These same principles can be used in your data center, either on your premises
or on one that you exclusively rent from someone else, to create a private cloud. This technology also
gives you the flexibility to mix and match; allowing you to choose where an application is hosted, and
to move it later.

This then is the essence of hybrid cloud: With the benefit of cloud technology, you can move
workloads between public and private clouds — or choose a combination of the two.

For more information, please see the white paper The What, the Why and the How of Hybrid Cloud,
published by Osterman Research in May 2016.

ABOUT THIS INDUSTRY SURVEY REPORT

This survey report presents the results of a primary market research survey conducted with members
of the Osterman Research survey panel during March. The survey was conducted with 165 members
of the panel in mid-sized and large organizations, primarily in North America. Here are the key details
of the survey:

e Mean number of employees at the organizations surveyed: 16,604
e Mean number of email users at the organizations surveyed: 14,395 (87% of employees)

A wide range of industries were represented among the organizations surveyed for this report.

RESEARCH FINDINGS

Figure 1
Parts of the Application Lifecycle With Which Decision Makers Would and Would Not Be
Comfortable Hosting in a Public Cloud
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Source: Osterman Research, Inc.
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Figure 2
Deployment Models for Key IT Capabilities, 2016

‘ ‘ Public ‘ Private ‘ Hybrid ‘
Premises Cloud Cloud Cloud N/A
Email 62% 28% 17% 7% 1%
File sharing 69% 26% 20% 10% 1%
Chat/instant messaging 43% 32% 13% 6% 16%
Online meetings 37% 51% 19% 7% 7%
Collaboration 52% 32% 23% 10% 10%
Email security 63% 30% 19% 8% 1%
Web security 76% 15% 16% 10% 2%

Source: Osterman Research, Inc.

Figure 3
Deployment Models for Key IT Capabilities, 2018

On- Public Private Hybrid
Premises Cloud Cloud Cloud N/A

Email 34% 39% 27% 17% 0%
File sharing 42% 36% 33% 18% 0%
Chat/instant messaging 25% 42% 24% 13% 8%
Online meetings 20% 59% 23% 14% 2%
Collaboration 29% 43% 26% 18% 3%
Email security 35% 37% 24% 18% 2%
Web security 50% 27% 23% 18% 3%

Source: Osterman Research, Inc.

Figure 4
Drivers That Impact the Decision to Move an Application to a Private Cloud
% Responding a Positive or Strongly Positive Driver

Control over data, infrastructure, outages, etc. 63%
Reliability/uptime 62%
Safety of sensitive and confidential data 62%
Protection of sensitive and confidential data 60%
Total cost of ownership issues 59%
Regulatory issues 56%
The need to scale workloads quickly 56%
Latency and bandwidth related to where data centers 54%
are located
Identification of targeted attacks 53%
Visibility into hacking attempts 53%
Choice of vendor(s) for mission critical systems 52%
Jurisdictional issues about where your data is stored 51%
Service performance relative to public cloud 49%

The need to serve divergent user populations (e.g.,

o,
high-touch users vs. others) 39%

Source: Osterman Research, Inc.
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Figure 5
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Drivers That Impact the Decision to Move an Application to a Public Cloud

% Responding a Positive or Strongly Positive Driver

Safety of sensitive and confidential data
Jurisdictional issues about where your data is stored
Protection of sensitive and confidential data
Identification of targeted attacks

Control over data, infrastructure, outages, etc.
Visibility into hacking attempts

Regulatory issues

Latency and bandwidth related to where data centers
are located

Choice of vendor(s) for mission critical systems
Service performance relative to private cloud
Reliability/uptime

Total cost of ownership issues

The need to serve divergent user populations (e.g.,
high-touch users vs. others)
The need to scale workloads quickly

Source: Osterman Research, Inc.

Figure 6

Methods That Would Be Used to Deploy a Critical, Customer-Facing Application Initially

On-premises Public cloud Private cloud Hybrid cloud Not sure

Source: Osterman Research, Inc.
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Figure 7
Methods That Would Be Used to Deploy a Critical, Customer-Facing Application Once It
Was Thoroughly Vetted and Fully Operational

On-premises Public cloud Private cloud Hybrid cloud Not sure

Source: Osterman Research, Inc.

Figure 8
Methods That Would Be Used to Deploy a Critical, Internal-Facing Application Initially

49/

On-premises Public cloud Private cloud Hybrid cloud Not sure

Source: Osterman Research, Inc.
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Figure 9
Methods That Would Be Used to Deploy a Critical, Internal-Facing Application Once It Was
Thoroughly Vetted and Fully Operational

On-premises Public cloud Private cloud Hybrid cloud Not sure

Source: Osterman Research, Inc.
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Figure 10
“Has your (or would your) use of hybrid cloud require a change in security solutions?”

" Yes

" No

Source: Osterman Research, Inc.
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Figure 11
“Has your (or would your) use of hybrid cloud require a change in security policy?”

" Yes

" No

Source: Osterman Research, Inc.
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Figure 12
“Would you say that your applications are more secure in the cloud compared to
managing them on-premises?”
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Source: Osterman Research, Inc.

Figure 13

Methods That Would Be Used to Deploy a System That Managed Public-Facing
Information Initially and Once It Was Thoroughly Vetted and Fully Operational
(Final Deployment)

On-premises Public cloud Private cloud Hybrid cloud Not sure

® Initial Deployment  Final Deployment

Source: Osterman Research, Inc.
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Figure 14

Methods That Would Be Used to Deploy a System That Managed Highly Confidential
Information or Corporate Intellectual Property Initially and Once It Was Thoroughly
Vetted and Fully Operational (Final Deployment)
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Source: Osterman Research, Inc.
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No part of this document may be reproduced in any form by any means, nor may it be distributed without the
permission of Osterman Research, Inc., nor may it be resold or distributed by any entity other than Osterman
Research, Inc., without prior written authorization of Osterman Research, Inc.

Osterman Research, Inc. does not provide legal advice. Nothing in this document constitutes legal advice, nor shall
this document or any software product or other offering referenced herein serve as a substitute for the reader’s
compliance with any laws (including but not limited to any act, statue, regulation, rule, directive, administrative
order, executive order, etc. (collectively, “Laws”)) referenced in this document. If necessary, the reader should
consult with competent legal counsel regarding any Laws referenced herein. Osterman Research, Inc. makes no
representation or warranty regarding the completeness or accuracy of the information contained in this document.

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. ALL EXPRESS OR IMPLIED
REPRESENTATIONS, CONDITIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT
SUCH DISCLAIMERS ARE DETERMINED TO BE ILLEGAL.
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