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Overview

The title of this white paper notwithstanding, Osterman Research wants to make it clear at the outset that we believe
Microsoft Office 365 to be a robust and capable platform, one that will serve most organizations well. If your organization is
using Office 365, we recommend you continue to do so. If you're not using it, we recommend you consider it. Microsoft offers
a large, varied and growing number of features and functions in Office 365, and at a wide range of price points that will
satisfy a number of different markets.

That said, decision makers evaluating the efficacy of Office 365 to meet their business requirements must be aware of its
shortcomings in the areas of data protection, archiving, security, encryption, authentication and eDiscovery (among others)
covering workloads like Exchange Online, SharePoint Online, OneDrive for Business, Skype for Business, and Azure Active
Directory. An awareness of these shortcomings enables decision makers to plan for the mitigations required to assure the
proper business performance of Office 365.

ABOUT THIS WHITE PAPER

This survey report presents the results of a primary market research survey conducted with members of the Osterman
Research survey panel and others during October 2017. The survey was conducted with 140 members of the panel, located
primarily in North America.

Here are the key details of the survey:
e  Mean number of employees at the organizations surveyed: 17,952 (median was 1,800).

e Mean number of email users at the organizations surveyed: 14,918 (median was 1,700).

Survey Findings

Figure 1
“What percentage of your users have been migrated to Office 365 so far, and what will this percentage be in
12 months?”

77%

59%

Today In 12 months

Source: Osterman Research, Inc.
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Figure 2

“Which of the following best describes your ultimate Office 365 deployment once it is completed?”

All users on Office 365

Some users on Office 365, some on on- o
premises platforms 18%

Some users on Office 365, some on other cloud 0
platforms 10%
Some users on Office 365, some on other cloud 5%

and on-premises platforms

67%

Source: Osterman Research, Inc.
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Figure 3

“What percentage of your Office 365 users are on each of the following plans?”

37%

25%
22%

Office 365 Office 365 Office 365
Business Premium Enterprise E1 Enterprise E3

8%

Office 365
Enterprise E5

8%

Other Office 365
plans

Source: Osterman Research, Inc.
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Figure 4
“Think about the decision makers in your organization who made the decision to implement Office 365 in your

organization. Which of the following best characterizes their knowledge of Office 365’s capabilities TODAY?
How would you have answered this question when the decision to implement Office 365 was made initially?”

59%
47%
41%
36%
129%
5%
High level knowledge, Fairly knowledgeable, Very knowledgeable
but not detailed but not complete

® At time of initial decision Today

Source: Osterman Research, Inc.
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Figure 5
“To what extent is your organization “rightsizing” Office 365 — i.e., purchasing plans for specific users or

groups that meet their unique requirements?”

We focus heavily on rightsizing 23%

36%

We sort of do this, but not completely

We purchase pretty much the same plan for o
everyone 41%

Source: Osterman Research, Inc.
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Figure 6

“If your organization is rightsizing Office 365, which of the following groups is/was involved in the process to
do so?”

91%

Senior business management

50%

Legal 21%

Compliance

19%

HR 10%

Other 4%

Source: Osterman Research, Inc.
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Figure 7
“Which of the following best describes your organization’s use of Azure AD to manage user groups?”

We use Azure AD as a proxy integrated into
our on-premises LDAP/AD directory structure

48%

We do not use Azure AD at all

37%

We use Azure AD exclusively as our Office 365

0,
directory structure 14%

Source: Osterman Research, Inc.

Figure 8

“On a scale of 1 to 7, how important are each of the following to IT decision makers in your organization,
regardless of the platform, where 1 is ‘not important at all’ and 7 is ‘extremely important?”

Percentage responding “important” or “extremely important”

Issue %

Rapid email delivery that is as close to real time as possible 61%
The ability to search content 59%
The ability to archive email 55%
Enabling desktop-to-desktop encryption 39%
Highly granular policy management 38%

The ability to automatically redact sensitive information sent 38%
in email or attachments

The ability to archive content types other than email 34%
Giving users the ability to manage encrypted messages that

they send (create expiration time, recall sent messages, etc.) 33%
Having archived content stored separately from the email 27%
infrastructure

The ability to remove hidden information in attachments, such 27%

as document properties or version information

Source: Osterman Research, Inc.
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Figure 9
“On a scale of 1 to 7, how important are each of the following capabilities that are included in Office 365 to IT
decision makers in your organization, where 1 is “not important at all” and 7 is ‘extremely important’?”

Email 28010% I esve ™
Exchange Online Advanced Threat Protection 7% 33%
37%
46%
45%
41%
49%
50%
47%
56%
55%

Advanced Security Management
Multi-factor authentication
Exchange Online Archiving
Skype for Business

SharePoint Online

Advanced eDiscovery
OneDrive for Business
Manual retention and deletion policies

Auto classification using Advanced Data Governance
51%
53%

Skype Meeting Broadcast
Microsoft Teams
Power BI Pro

2
S

Manual classification of content
PSTN calling

Customer Lockbox

Cloud PBX

MyAnalytics

Yammer

33%
57%

38%
53%
41%
Microsoft Planner
Microsoft StaffHub

g
8

g

¥ Low Importance Moderate Importance " High Importance

Source: Osterman Research, Inc.
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Figure 10
“On a scale of 1 to 7, how important are each of the following archiving capabilities to IT decision makers in
your organization, where 1 is ‘not important at all’ and 7 is ‘extremely important'?”

Capability L)

The ability to place content on legal hold in Office 365 65%
The ability to perform eDiscovery in Office 365 60%
The ability to archive email from Office 365 58%
The ability to supervise data in Office 365 38%
Maintaining chain-of-custody for archived data 37%
The ability to archive SharePoint content 35%
The ability to archive content in OneDrive for Business 33%
The ability to provide a preview of attachments during a

review of archived data without the need to open the 33%
attachments themselves

The ability to ensure the immutability of archived data 30%

Indexing of all file types used by your organization in an

- 27%
archiving system
The ability to archive Skype for Business content 25%
The ability to archive content from other non-Microsoft 17%
platforms
The ability to archive Microsoft Teams content 15%
The ability to archive content from Slack 11%
The ability to archive Yammer content 8%

Source: Osterman Research, Inc.

Figure 11
“Which of the following best describes your current threat exposure for Office 365?"
52%
32%
11%
4%
No third-party Use third-party No third-party security Use third-party
security, Office 365 security, Office 365 and we have problems security and we have
security is good security is good problems

Source: Osterman Research, Inc.
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Figure 12
“On a scale of 1 to 7, how important are each of the following security capabilities to IT decision makers in
your organization, where 1 is ‘not important at all’ and 7 is ‘extremely important?”

Capability L)
The ability to block ransomware attacks 89%
The ability to detect and block all known threats 86%
The ability to block spearphishing attacks 86%
The ability to detect and block email fraud and email spoofing 85%
The ability to block advanced threats 84%
The ability to block zero-day threats 79%
The ability to remove active content and other components in 26%
an email that might be malicious

The ability to block malicious files on OneDrive and 68%
SharePoint

The ability to block internal email threats 67%
The ability to plug in third party anti-malware, anti-spam and 65%
other security capabilities to Office 365

The ability to offer multi-factor authentication to manage user 64%
access

The ability to centrally manage policies across all

communication channels, both within Office 365 and on other 61%
platforms

Support for an outbound email quarantine 61%
Integration points into our security ecosystem (such as web, 61%
network access enforcement points)

The ability to leverage a third-party two-factor authentication 58%
or multi-factor authentication solution

Maintaining right control over third-party app access to Office 57%
365 resources

The ability to protect the personal email of employees, as well 50%
as enterprise email

Source: Osterman Research, Inc.
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Figure 13

“On a scale of 1 to 7, how important are each of the following capabilities to IT decision makers in your
organization, where 1 is ‘not important at all’ and 7 is ‘extremely important’?”

Ensuring that Office 365 remains up 24x7

Maintaining continuity in Office 365

Maintaining tight control over user access to
Office 365 resources

The ability to implement role-based access
control

Re-evaluating and rightsizing exiting on-
premises security controls

Managing permissions in SharePoint

The ability to migrate data into Office 365
while maintaining its chain-of-custody

Auditing SharePoint

80%

60%

599%

53%

51%

45%

43%

39%

Source: Osterman Research, Inc.
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Figure 14
“Generally, which of the following best describes your organization’s current philosophy with regard to
Office 365?"

B We will implement more
expensive Office 365 plans
and use the security,
archiving, encryption,
collaboration and other
capabilities that are included
in them

We will use less expensive
Office 365 plans and
supplement them with third
party archiving, security,
encryption and other
capabilities

H We're still not sure which
32% approach we'll use

Source: Osterman Research, Inc.

Figure 15
“Which of the following is closest to your view?”

m Office 365 will be less
expensive with higher end
plans and native capabilities

41%%

H Office 365 will be less
expensive with lower end
plans and third-party
capabilities

Not sure

Source: Osterman Research, Inc.
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© 2020 Osterman Research, Inc. All rights reserved.

No part of this document may be reproduced in any form by any means, nor may it be distributed without the permission of Osterman
Research, Inc., nor may it be resold or distributed by any entity other than Osterman Research, Inc., without prior written authorization of
Osterman Research, Inc.

Osterman Research, Inc. does not provide legal advice. Nothing in this document constitutes legal advice, nor shall this document or any
software product or other offering referenced herein serve as a substitute for the reader’s compliance with any laws (including but not limited
to any act, statute, regulation, rule, directive, administrative order, executive order, etc. (collectively, “Laws")) referenced in this document.
If necessary, the reader should consult with competent legal counsel regarding any Laws referenced herein. Osterman Research, Inc. makes
no representation or warranty regarding the completeness or accuracy of the information contained in this document.

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. ALL EXPRESS OR IMPLIED REPRESENTATIONS, CONDITIONS

AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE DETERMINED TO BE ILLEGAL.
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